Abstract-We propose a web-based system for organizing the creation and the interaction in multimedia web-based environments that permit the collaboration among artists, audience, curators and publishers. This system uses a threelevel approach for handling security issues in multimedia projects. Especially, it applies authorization, digital certification and watermarking mechanisms on multimedia content. Authorization mechanism controls users operations in multimedia files based on a set of actions imposed on reallife scenarios. Digital certification mechanism ensures the secure content transfers among users and multimedia content server through Web. Digital watermarking mechanism handles copyright-protection and authentication issues that appear in multimedia systems applying a semantically secure watermark. The strength of our system considers multimedia content not as an atomic digital entity, but as a part of a project with a specific workflow that applies watermarking techniques in all its parts.
I. INTRODUCTION
Nowadays, the World Wide Web offers a platform for creating digital art collaborative projects, which include using and sharing a variety of multimedia content. Such technological platforms favor the formation of collaborative communities focused on the development of multimedia art projects [1] . However, as these projects become available for public viewing and interaction, their content needs to be protected from misuse by using copyright protection methods as in single multimedia files. Traditionally, artists tend to work secluded and do not desire to disclose their artwork in progress. Whereas artists employing traditional techniques may support this protection, artists employing multimedia applications are unaware of the possible dangers that exist during producing or disseminating an art project. Therefore a transparent, protection method is necessary for both these processes.
A well-known method for copyright-protection is watermarking. A digital watermark is an amount of data embedded within digital data which is only detectable by a computer program having a specific detection mechanism. The main characteristics a digital watermarking scheme should have in order to be efficient are perceptual and statistical invisibility, robustness against attacks from malicious users, encoding of additional information within a digital image, audio, or video and usage of secure and undetectable watermarks. However, traditional watermarking methods applied on single files are not adequate for covering the complete procedure of producing a digital art project. The application of watermarking is needed for the whole lifecycle of creating a digital art project and not only for the discrete multimedia files that are used for composing it. More specifically, copyright protection methods are needed for several types of actions, such as creating, viewing and sharing a digital art project. These methods should remain resistant, while performing such an action.
A popular method for secure content transfer through Web uses digital certificates [20] . A digital certificate binds a public key to each owner. In public key infrastructure systems [19] , each user owns a pair of public and private keys. The public key is known to all the system users, while the private key is only known to its owner. The public key is used for the encryption of content, while the corresponding private key is the only key that can decrypt the encrypted content and vice versa. A digital certificate is issued to a user by a trusted certification authority which contains user's public key and other user's identification information. The format of a digital certificate is defined by standards such as X.509 [19] . The certification authority generates a digital signature for the user's certificate by encrypting the certificate's content with its own private key. The signed digital certificate accompanies any content sent by the issued user to another user or server. The digital signature allows a user or a server to verify a given certificate in order to specify whether certain user's information contained in the certificate really belongs to that user. Usually a trusted digital certificate that is issued by a certification authority is distributed to all the users of a web-based system in order the identity of the certification authority to be verified by all system users.
We propose a web-based system for organizing the creation and the interaction in multimedia web-based artistic projects. System users use web clients to request information from a web server that contains an interaction manager, an authorization manager, an authentication mechanism based on digital certificates and a digital watermarking mechanism. Usually, a web client is represented by a user's workstation (or PDA, smart phone and other network capable devices) running a web browser. The web server is a user interface machine which runs the Apache Web Server, the interaction manager, the authorization manager, the authentication and digital watermarking mechanisms. The web server supports the user requests retrieving information from a database server that manages three databases (users' database, multimedia database and projects database). The use of the web interface eliminates any problems associated to needs of a particular operating system and middleware software running on the user side and the server. Any user can interact with the system from everywhere.
This paper attempts to handle the problem of artists' collaboration for the development of art projects in a highly insecure environment, like the Web. The main contribution of the paper is secure sharing and reuse of multimedia content by artistic groups in order to produce digital artworks. To the best of our knowledge, we study for the first time security issues in multimedia web-based environments that permit the collaboration among artists, audience and other art professionals based on multimedia content. Multimedia content to be used by artists has some special features. Artists need access to multimedia content of full quality. They may edit and reuse the content. They should be able to wrap this content into presentation applications. Content should exist in multiple formats and be retrieved according to an edition history. These properties differentiate the content from similar applications, such as cultural heritage, where content is organized usually as artifacts with standard properties, learning, where multimedia content is related to learning assets, and medicine, Meanwhile, a workflow of making such a project is proposed that satisfies the needs and the working habits of artists. This system approaches security issues in multimedia content with three complementary procedures. The first procedure performs authorization actions in user's requests for gaining access to multimedia content. The second procedure ensures the integrity of the multimedia content which is transferred among the user and the web server using previously distributed digital certificates. The third procedure handles copyright-protection and authentication issues that appear in multimedia systems applying a semantically secure watermark through a digital watermarking mechanism. We claim that a digital art project is composed of a set of multimedia files of various types (image, sound and video). The creation process is analyzed through five operational steps (insert, search, edit, view and disseminate) and involves four classes of users, which are engaged in several operational steps.
The proposed digital watermarking mechanism supports various types of multimedia files (audio, image, video) applying a specific watermarking algorithm for each file type. The supported algorithms do not need the original signal to detect the watermark. They are selected according to their effectiveness towards the operations proposed.
Finally, our system provides curators/publishers with charging capabilities for watermarking services depending on the requested material. For this purpose we propose a simple business model.
The paper is organized as follows: After some related work, an authorization control model is presented that is suitable for artists and viewers. In Section IV, a digital watermarking mechanism is presented. In Section V, a novel authorization mechanism is proposed. In Section VI, a digital certification mechanism is demonstrated. The watermarking and the authorization mechanisms support the role-based control model presented before, while the digital certification mechanism ensures secure content transactions among users and system. Following, a proposal for a system architecture that supports the above mechanisms and the control model is presented, whereas the paper closes with some case studies of the system usage and intended future work.
II. RELATED WORK
A lot of research has been done in the field of rolebased access control models. The original Role-based access control [27, 30] describes access control based on subjects, roles and permissions. Multilevel security (MLS) allows processing of information with different sensitivities (i.e., at different security levels), permits simultaneous access by users with different security clearances, and prevents users from obtaining access to information for which they lack authorization [28] . Discretionary access control (DAC) [29] is a kind of access control defined by the Trusted Computer System Evaluation Criteria as a means of restricting access to objects based on the identity of subjects and/or groups to which they belong. Comparing to our approach, these models do not describe adequately the formation of groups, the promotion of a user to administration and the different access rights a multimedia is permitted according to user and workflow stage. An authorization and access control policy is presented in [1] where multimedia objects features are combined with textual descriptors, whereas an authorization model specialized for multimedia content stored in digital libraries is described in [12] . In [5] , SMARXO is proposed to address the security issues in multimedia applications adopting RBAC. This kind of models is usually based on authorization models for multimedia content that combines features of content and textual descriptors. Multimedia Access Control Language (M2ACL) [2] is a language oriented to virtual and ambient intelligence environments where users and roles are described using sets of multimedia objects. Furthermore, there are ontologies and languages that are used in the copyright management field as the copyright ontology [8] and the rights expression languages [6] . Finally, [15] presents various security mechanisms and access control policies and discusses the applicability of these mechanisms and policies to multimedia data. However, these models tend to support single files and address the needs of generic multimedia content. Our approach works on a higher level and supports an application composed of multiple files on a certain domain (digital art projects) as in [16] , which deals with content-based access to medical images. Indeed, some of the methods described in the related work may provide the basis for the implementation of our approach. Finally, The Open Digital Rights Language (ODRL) [22] is a proposed by IPR Systems language for the Digital Rights Management (DRM) community for the standardization of expressing rights information over content. The language supports the Asset and Party entities for representing content and its owners and users respectively. Additionally, it supports the Rights entities, which is further analyzed in Permission, Constraint, Condition, Context entities etc. A similar attempt for describing assets, users and respective rights is MPEG REL [23] . However, this language focuses more on the commercial part of the transaction (fees and usage rights for assets), whereas our approach is built around content sharing. On the other hand, the copyright ontology [24] focuses on the actions performed on content in various levels of abstractions. After the analysis of the before mentioned models and several others, we found out that ODRL can be employed to support the description of the functionality of our model. More specifically, during the presentation of our model, we propose how the mode's entities and operations could be described according to ODRL's entities.
The study of certification-mechanisms for web-based applications has raised a lot of interest recently [19, 20, 21, 25, 26] . The association of PKI systems with digital certificates is presented in [19] . The application of digital certificates in specific applications is presented in [20] . In [21] a place and time certification-based authentication scheme is proposed for cultural assets. In [26] digital signatures are employed for securely built web services in a cooperative environment.
Most of the proposed watermarking techniques in the bibliography embed watermarks to uncompressed domain. But, in order to achieve real-time playability, multimedia data are commonly stored and transmitted in compressed format, such as mp3, jpeg, and mpeg-2 video. The watermarking mechanism proposed here, uses known watermarking algorithms that target both uncompressed [7, 11, 10] and compressed domain [13, 17, 10, 14] . In particular for uncompressed audio files we use the algorithm proposed in [7] which uses the peak point extraction scheme for synchronization and the watermark is repeatedly embedded in the DCT domain. This algorithm possesses excellent imperceptibility and it is robust against cropping, re-sampling, noise-addition, low-pass filtering, and mp3 compression. The algorithm proposed in [13, 14] for the watermarking of mp3 audio files operates directly in the compressed data domain, while manipulating the time and subband/channel domain. It is robust against attacks in audio data, local attacks or even random attacks to the whole region of scale factors. For uncompressed images, we use the algorithm proposed in [11] where the watermark is embedded in low-pass wavelet coefficients. This algorithm is transparent and robust against many common images processing and editing such as compression, adding noise, rescaling, cropping, rotation, and filtering. For compressed images (jpeg) we use the IWE algorithm [17] . It prevents the potential removal of a watermark in the JPEG recompression process using an iterative approach. The embedded watermarks are robust to JPEG compression, low-pass filtering, noise contamination, and print-and-scan. For uncompressed video files we use a scheme proposed by Hartung [10] for additive spreadspectrum watermarking of uncompressed video sequences. An extension of this scheme is used by our watermarking mechanism for watermarking of MPEG-2 compressed video in the bitstream-domain [10] . The basic idea is embedding the watermark in the transform domain as represented in the entropy coded DCT coefficients. It is robust against attacks to the pixel level, such as blockwise DCT compression, low-pass filtering, and addition of Gaussian and impulse noise and an offset, cropping, encoding, analog recording and playback. In order to be robust against attacks like removing single pixels, lines or frames from the video, rotation or affine transformations of the video frames, it can be combined with tracking of the correlation and resynchronization mechanism. We mention that all the used watermarking algorithms do not use the original signal for detection because it results in waste of big amount of storage space and it adds the danger of its usage by malicious users. Moreover, the algorithms we employ in our watermarking mechanism have been chosen based on their robustness to certain attacks that correspond to specific operations users can perform in artist communities.
III. EXTENDED ROLE-BASED ACCESS CONTROL MODEL

A. Projects, Users and Groups
Users are identified with a unique user id (UserID) and they are organized in groups. Four kinds of groups are defined in the same way as the user classes: (i) Artists: Users who are involved in the creation of the project and their expertise may be attached next to their UserID.
(ii) Curators: Users who may view artistic projects, classify and comment them.
(iii) Audience: Users who perceive the project by viewing it and interacting with it.
(iv) Publishers: Users who exhibit and reproduce artistic projects, including magazine publishers and gallery directors.
According to the ODRL terminology, different users could be described according to the Party entity in relation with the Context Entity and, specifically its subentities UID (standing for UserID), Name and Role (which will discriminate among Artists, Curators and Publishers).
In every group, and especially in the Artists groups, a certain user may be denoted as the group leader. The group leader may add or remove users from a group. As with users, groups are assigned a unique ID (GroupID). A certain project (tagged by a unique ProjectID) needs to be related with an Artists group, which populates the users that are involved in the creation process. Furthermore, for a certain digital art project, the role of Administrator may be assigned to a user, who may be different from the group leader and will focus on the technical details of the creation process.
B. Content
A digital art project is composed by multimedia content items drawn from a database that stores and organizes the content in two main categories: (i) Primitive multimedia content (image, sound and video files) and (ii) Composite multimedia content that derives from the primitive content after editing, annotating and combining it by using the operations described below. Two categories of attributes are defined in order to describe a database item: (i) Content-based attributes that include short and extended textual annotations (title and description) that describe the theme of the item; attributes that describe the technical details of an item according to the item's type (color depth, duration, compression, size); and time and location of the item's production. Finally, for a certain project, the context under which a certain item is used (e.g. background music) may be noted. (ii) Model-based attributes that derive from the model proposed, such as the editing and viewing levels permitted (as explained below), and the UserID or GroupID of the item's owner. The high-level Asset Entity can be employed by ODRL in order to describe content. Different models should be linked to the Asset Entity in order to describe different types of content, such as the MPEG7 namespace for video.
C. Operations
Given the user model and content definition, the following operations, which are organized as a pipeline process, permit an artist group to set up and implement a new digital art project based on multimedia content, whereas the audience, curators and publishers may view and further exploit the outcome (Fig. 1) . At any time, artists may move forward and backward among the operations in order to refine the implementation of the project. Furthermore, depending on certain content, operation and user, the right watermark is applied on the content.
Inserting: Artist groups and the administrator insert primitive multimedia content in the database and annotate it. The Install operation of the Asset Management abstract entity contained in the ODRL's Permission Entity can describe the Inserting Operation.
Searching: Artists may search all inserted content and other users of desired expertise, whereas the audience, publishers and curators may perform searches based on all but the content's technical attributes. Artists may also search similar items to given ones, in order to cover the project's needs in content. In this operation, contentbased attributes are exploited in order to form the search queries criteria. The Display operation of the Usage abstract entity contained in the ODRL's Permission Entity can describe the Searching Operation.
Editing: Artists compose a project through editing multimedia content gathered during the previous operation with increasing level of intervention. For every level, appropriate watermarks are applied. In this way, artists produce composite items, based on the primitive ones. Editing levels include: permitted by audience and perform editing operations on copies of artistic projects. Publishers may also participate in transaction operation with the audience. All different actions by the above groups of users may provide the basis for a simple business model according to which the watermarking mechanism described in the following section will provide different services according to the used multimedia content, especially regarding viewing and editing operations. According to whether the different multimedia content and format should be paid or not, the business model can be classified into four types: Free Model, Once-Pay Compressed Model, Once-Pay Uncompressed Model, and Two-Pay Model. In this model, content in compressed format permits only its viewing, disseminating and simple searching, whereas content in uncompressed format permits also its editing, enrichment with new content and full search. Artists belonging to a project creating group may have to pay for multimedia content that is produced by other artists or content creators. In this case of course, artists have the right to view the content. In this mechanism, compressed content has the notion of content suitable for viewing, which does not include all layers and information that can be used during editing. More specifically: (i) Free Model: All the watermarking services are provided without payment and users may freely view and edit the content. (ii) Once-Pay Compressed Model: There is a fee for watermarking services concerning compressed data. In this model, users are allowed only to view multimedia content after paying a fee (eg Audience). (iii) Once-Pay Uncompressed Model: There is a fee for watermarking services concerning uncompressed data. In this model, users are allowed to edit multimedia content after paying a fee (eg Artists). (v) Two-Pay Model: All the watermarking services are provided with payment, which do not allow free viewing and editing of the content.
IV. DIGITAL WATERMARKING MECHANISM
A. Semantic Watermarks
A watermark is a bit-sequence that usually provides evidence of ownership of a digital file by simply being detected and displayed to a referee during a copyright dispute. One problem with this approach is that watermarking schemes usually cannot sustain attacks that destroy even small parts of the watermark. Another problem is that if someone steals the watermark bitsequence or manages to uncover it from a file after obtaining knowledge of the embedding mechanism; he/she may use it in order to prove ownership of a file personifying the legal originator of the file. In order to solve these problems we suggest the creation and application of semantic watermarks that represent a certain combinatorial object with a specific characteristic known only to their creator which holds for any part of the watermark [3] . In essence, we propose to rely only on the knowledge of the property of the combinatorial object encoded by the watermark and not on the bit pattern. In addition, so as to guard against stealing of the watermark, we will use characteristics that are hard to discover if not known in advance so that whoever attempts to use the watermark, when asked to prove that he/she has created it by stating the property, of the object encoded by the watermark, he/she will be at difficulty to demonstrate such a knowledge.
B. Creation of Semantic Watermarks
In 1991, Cheeseman et al. [4] considered the problem of graph colouring. Before considering the threshold behaviour of this problem we will give some preliminaries. Given a graph G, the 3-colouring problem asks us to discover a colouring of its vertices using at most 3 colours, so that no two adjacent colours receive the same colour. Such a colouring is called 3-colouring of G. The problem of discovering a 3-colouring of a given graph is computationally intractable or NP-complete [9] . This fact means that there is strong evidence that no fast (polynomial) time algorithm exists that solves the problem. On the other hand, it is very easy to create a graph with n vertices that possesses a 3-colouring: given three non-zero real numbers p 1 , p 2 , and p 3 that sum up to 1 (for a further constraint, see below), each of the n vertices is assigned independently of the others to one of three colour classes C 1 , C 2 , and C 3 with probability p 1 , p 2 , and p 3 respectively. Then each pair of vertices that belong to different classes becomes adjacent independently of the other pairs with probability p. We now have an instance of the computationally intractable 3-colouring problem with a known to us 3-colouring and colour classes of (expected) sizes |C 1 | = p 1 n, |C 2 | = p 2 n, and |C 3 | = p 3 n. One algorithm that accomplishes this has the following steps: (i) Let p 1 , p 2 , and p 3 be real numbers, p 1 + p 2 + p 3 = 1 and p 1 , p 2 , and p 3 > 0. (ii) Generate a random permutation i 1 , i 2 , …, i n of the numbers 1, 2, …, n (vertices of the graph). (iii) For each j = 1, …, n, vertex v j is assigned to color class C k with probability p k , k = 1, 2, 3. (iv) For each pair u, v of vertices that do not belong to the same color class, introduce the undirected edge (u, v) with probability p.
Furthermore, due to the intractability of the problem, it would be difficult for someone else to discover quickly a 3-colouring of our graph and we, thus, can use the graph along with our knowledge of the colouring to prove ownership of a file into which we have inserted the adjacency matrix representation of the graph (an n×n matrix containing 1 at position (i, j) if vertices i and j are adjacent or 0 otherwise). However, the fact that 3-colouring is NP-complete does not guarantee difficulty to solve of a specific instance. It is a fact that if a problem is computationally intractable then there exists an infinite set of instances that can not be solved in polynomial time by any algorithm. The set of these instances form the complexity core of the problem. A possible way to sample this set while constructing our instance, is to use the theory of threshold phenomena of intractable combinatorial problems. Let G be a randomly generated graph with m edges and n vertices and let r = m/n. Cheeseman et al. [4] discovered that for graphs generated with ratio r around the point 2.3, either almost all of them were 3-colourable (r < 2.3) or almost all of them were not 3-colourable (r > 2.3). Thus the value r 0 = 2.3 seems to mark a threshold through which almost certain colourability switches into almost certain non-colourability. However, the most important observation for our purposes, was that these graphs were the most difficult to handle using the most efficient search algorithms available. So an idea may be to modify the graph creation procedure we presented before by setting p = (p 1 p 2 +p 1 p 3 +p 2 p 3 )r 0 /n in order to achieve an expected ratio for the generated graphs equal to the threshold point r 0 = 2.3. And since partitions of vertices of about equal size have been experimentally observed to make the colouring problem more difficult, we may set p i = 1/3 and, thus, fix our p to be equal to 3r 0 /n. This choice of p enables us to construct hard to solve 3-colouring instances to use as watermarks. Then exhibiting the 3-colouring to a referee proves ownership of both watermark and the file containing it. The referee may, then, easily check that this is indeed a legal 3-colouring (using a Zero Knowledge Interactive Proof protocol). Someone who illegally claims ownership will be in a difficulty to demonstrate a 3-colouring of our graph. Moreover, if he/she tries to demonstrate another property not belonging to a class of hard to compute properties or if he/she simply claims that he has put a string that "happens" to resemble a graph, then his/her credibility will be lower than ours since we have demonstrated a 3-colouring of this string when seen as a graph which we could not possibly do unless we purposefully had constructed this string to be a graph possessing the colouring we demonstrated.
C. Digital Watermarking Mechanism Architecture
The multimedia file to be watermarked is sent to the appropriate portion of the watermark embedding mechanism depending on its type. Along with the original file the watermark creation mechanism produces a unique semantic watermark and sends it to the watermark embedding mechanism. The corresponding watermarking algorithm watermarks the original file and gives as an output the watermarked file.
The watermarking algorithm is chosen from a database of algorithms depending on the multimedia content (audio, image, video) and format (compressed/uncompressed). We apply our watermark creation mechanism to known algorithms for image/video/audio watermarking. In particular, for audio watermarking of mp3 audio files we use the algorithm proposed in [13, 14] , while for uncompressed audio files (wav) we use the algorithm proposed in [7] . For image watermarking of jpeg image files, we use the algorithm IWE in [17] , while for uncompressed images we use the algorithm in [11] . For uncompressed and compressed video watermarking, we use the methods proposed in [10] . The strength of our mechanism relies on the enhancement of the known audio/image/video watermarking algorithms [7, 10, 11, 17] with the usage of a semantically secure watermark as in the case of compressed audio watermarking algorithm [13, 14] .
In particular, instead of using a simple bit sequence as a watermark, we apply a semantic watermark which is a bit sequence that represents a certain combinatorial object with a specific characteristic known only to its creator. The used characteristics are hard to discover if not known in advance so that whoever attempts to use the watermark, when asked to prove that he/she has created it by stating the property, of the object encoded by the watermark, he/she will be at difficulty to demonstrate such knowledge. The detection procedure is a blind one. We give the watermarked multimedia files to the detection part of our watermarking mechanism. This mechanism applies to the multimedia content the specific detection mechanism of the algorithm used in watermark embedding depending on the multimedia type and format.
To realize the four business models described in Section III, the Two-Right scheme is proposed for watermarking the multimedia content. The watermarking of compressed data (X) is included in the first access right, while the watermarking of uncompressed data (Y) is included in the second access right. According to the two rights' properties, the four models can be constructed. Therefore, in an artist collaborative environment, the multimedia services can be classified into different categories according to the business models, e.g., Free services, Once-pay Compressed services, Once-pay Uncompressed services and Two-pay services. That is, Free services include free viewing and editing services for audience and artists, Once-pay Compressed services include viewing services for audience with a fee, Oncepay Uncompressed services include editing services with a fee, and Two-pay services allow viewing and editing after paying a fee. The information of access rights of each multimedia file accompanies it as metadata when it is inserted into the multimedia database. Thus, whenever a user requests an operation to a file the file's access rights are monitored by the authorization manager and the user is informed if the requested operation is provided free or with a payment by the system. After that, the user informs the system if she/he wants to proceed.
V. AUTHORIZATION MECHANISM
A. Authorization Control
The goal of the authorization manager is to verify whether a user u, trying to access a multimedia file m, using an operation o, under a certain role r, artist/audience, with permitted actions a, is authorized to fulfill its request according to the restrictions enforced by that role. The authorization control algorithm follows: u, r, m, o, a) 
Authorization control algorithm INPUT: User request (u, r, m, o), the user attributes, operations, actions OUTPUT: ACCEPT or REJECT METHOD:
If (Is_role_artist(u, r))OR (Is_role_audience(u, r)) AND (Is_role_operation(o,r)) then if (constraints_check(
B. Request Scenario
A user (artist/audience) request of a multimedia file consists of the following steps ( Fig. 2 ): 1) A user makes a request for a multimedia file (that is needed in a project) to the interaction manager.
2) The interaction manager sends the request to the authorization manager that is responsible to approve or reject the user's request.
3) The authorization manager accesses the user database in order to recover the user attributes, permitted operations and actions. Also, it accesses the multimedia database in order to recover the access rights of the requested multimedia file. 4) Depending on the data the authorization manager recovers from the user database and multimedia database, she/he rejects or accepts the request. If the request is accepted, the authorization manager informs the user about the charging status of the requested operation. 5) If the user wants to proceed, she/he sends to the authorization manager the appropriate payment. 6) The authorization manager receives the payment and retrieves the requested multimedia file from the multimedia content database. 7) The authorization manager sends the retrieved file to the digital watermarking mechanism. The digital watermarking mechanism creates a unique semantic key and embeds it within the multimedia file applying a specific watermarking algorithm that depends on the type of the file and the requested operation that will be performed on it. 8) The watermarked file is sent back to the authorization manager. 9) The authorization manager forwards the file to the projects database along with information about the user that made a request for the file. Also, the authorization manager sends its approval to the interaction manager in order to fulfill the request. 10) After the creation of the new project, the project database sends the watermarked file to the interaction manager. 11) The interaction manager asks the web server a certificate from the authentication mechanism. 12) The interaction manager forwards the received watermarked file to the user along with the certificate of the web server. The scenario may be modeled using an ontology or a rights expression language as in [6] and [8] .
VI. DIGITAL CERTIFICATION MECHANISM
A. Creation and Assignment of Digital Certificates
The authentication mechanism plays the role of certification authority. Among all the entities involved into the system the Web server's authentication mechanism can usually be trusted. This manager is unlikely to cheat because this will damage the reputation of the system. The creation of digital certificates follows X.509 standard [19] . The certificate is identified by a serial number and contains the issuer (authentication mechanism), the subject (server or artist) information, the period of validity, the public key of the subject and the issuer signature. The related private key must be kept safely. Here, the private keys are generated by the authentication mechanism and delivered offline to the issued entities (using smart cards).
The assignment of digital certificates to the system artists is opaque because the art communities may not have an IT background. The first time an artist requests an action over a multimedia file, the authentication mechanism verifies user identification information (user attributes) recovered from the user database and issues a digital certificate to the artist. The public key of the artist which is contained into its certificate is stored into an appropriate field into the users' database. The artist is motivated not to cheat when it makes an operation on multimedia content that contributes to a collaborative project. This certificate is installed on the artist's machine and the user database on the Web server. Furthermore, the first time the server is executed the authentication mechanism assigns to the server a digital certificate which accompanies any multimedia file sent as a response by the web server to any user's request in order users to be sure about the correct identity of the file's sender. Audience is not trusted because they can benefit from counterfeiting the multimedia assets. Furthermore, artists are not trusted when they perform actions on multimedia content they do not own. An obvious advantage of this is the elimination of mistaken identities.
B. Control of Digital Certificates
Monitoring digital certificates takes place on both the Web server and the user's machine depending on the destination of the multimedia content. If the user makes a request for retrieving a multimedia file, the user reads the digital certificate of the web server that is associated to the requested file and verifies the authenticity of the related multimedia file as in [20] . The public key of the certification authority is sent to the user by the authentication mechanism and installed prior to the verification. If the user is an artist, she/he may want to insert multimedia content to the system, then the authentication mechanism reads the digital certificate of the artist that is associated to the sent file and verifies the authenticity of the related multimedia file as in [20] . The public key of the artist is retrieved by the authentication mechanism from the user database. The goal of the certificate-based authentication mechanism is to authenticate an entity sending multimedia content by digital certificates on both the Web server and the user's machine. The authentication mechanism takes place after the authorization manager verifies user's access control rights ensuring that the identity of the user does not change through the multimedia content transaction.
VII. SYSTEM ARCHITECTURE
The system comprises of a database server that manages three databases that store the multimedia content and information about users, user certificates, roles and projects. Also, the system contains a web server that requests the database server for retrieving information.
The web server contains a digital watermarking mechanism that implements the embedding of a watermark in a multimedia file on the fly; the interaction and authorization managers that transform user requests to appropriate content access and vice versa and the authentication mechanism that associates digital certificates to multimedia files that are transferred among users and the system. Fig. 3 illustrates the system's architecture.
In the typical case, based on the above architecture, an artist enters the system in order to insert some new multimedia content or edit multimedia content in a digital art project. After giving the credentials, the interaction manager communicates with the authorization manager and the latter retrieves the role permission of the artist from the users' database and the file's access rights in order the artist to be informed if there is a fee for the asked operation or not. The artist requests a file for a certain operation via the interaction manager, and the authorization manager retrieves the file from the multimedia database and after embedding the right watermark via the digital watermarking mechanism, it associates the file with the project in the projects database and informs the interaction manager that the artist can perform her/his operation. The artist sends the new multimedia content and/or its digital certificate to the interaction manager. The interaction manager sends the digital certificate of the artist to the authentication mechanism where it is verified. If the verification is successful then the artist receives the file via the web browser and edits it locally via client-side editing software. In parallel, the new multimedia content is associated with the project. After editing, the multimedia content may be uploaded to the server.
In the audience-system interaction, a member of the audience enters the system in order to watch a demo of a digital art project. After giving the credentials, the interaction manager communicates with the authorization manager and the latter retrieves the role permission of the audience from the users' database and the file's access rights in order the audience to be informed if there is a fee for the asked operation or not. The audience requests a file for a certain operation via the interaction manager, and the authorization manager retrieves the file from the multimedia database and after embedding the right watermark via the digital watermarking mechanism, it associates the file with the project in the projects database and informs the interaction manager that the audience can receive the project to perform her/his operation. The interaction manager informs the authentication mechanism that multimedia content will be sent to audience. The authentication mechanism sends the web server certificate to the interaction manager. The interaction manager sends the asked multimedia content to the audience along with the web server's digital certificate. The audience verifies the certificate. If the verification is successful then it performs its operation to the received multimedia content.
VIII. CASE STUDIES
During the description of the case studies, we reference which entities of ODRL can be employed, by using the following syntax [Entity] . [Subentity] .[Operation or Attribute].
Firstly, consider the implementation of a video art project. In this case, the final product will be disseminated online. Therefore, the groups of Audience and Artists (Party) are involved. The director of the project becomes the Artists' manager. Artists gather the primitive material (Asset) for their project, edit it, and, finally, they package it in a digital movie as composite multimedia content (Permission.Reuse.Aggregate). They use demo viewing (Permission.Usage.Play) for the trailer of the movie. Audience is let view (Permission. Usage.Play) the compressed movie via a web site (Context.Digital Location) by using the Once-Pay Compressed model, after the movie has been watermarked by an algorithm oriented to compressed video (Asset.Digest.DigestMethod and Constraints. Aspect.Watermark). If the video art project is a success a publisher may be involved in order to further distribute the movie.
Secondly, a gallery of multimedia artworks may use the system in order to support the communication with artists and the audience. In this case, the gallery manager will play the role of the Curator, who will gather the material (Asset) from Artists (Party). The curator has the right to edit (Permission.Reuse.Modify) the uncompressed material in order to present it in the gallery (Once-Pay Uncompressed Model) and define the dissemination means (Context.Digital Location), which will include simple viewing (Permission.Usage.Display) of the material (Once-Pay Compressed Model) in the gallery by member of the Audience, after a compressed copy of the material has been watermarked by an algorithm oriented to compressed video (Asset.Digest.DigestMethod and Constraints.Aspect. Watermark), or selling copies of artworks at different prices (Permission.Transfer.Sell) based on the requested rights (Constraints.Rights) supported by the business model.
Thirdly, an art festival resembles the case of the gallery: the festival director becomes the Curator (Party), whereas members of the Audience (Party) may view (Permission.Usage.Display) and comment (Permission. Reuse.Annotate) on the multimedia artworks. The difference in a festival is that there are artworks from several artists. Therefore, several groups and respective managers may be defined in order to support all diverse kinds of artworks. Additionally, ordered viewing and history viewing (Permission.Reuse.Aggregate) will support viewing the artworks without the need for manual surveillance. The Once-Pay Compressed Model (Asset.Digest.DigestMethod) is suitable for the viewing of artworks and the model's fee may be included in the ticket (Permission.Transfer.Sell and Requirement.Fee. Payment).
Finally, in a music concert, emphasis will be given on the editing of the material (Permission.Reuse.Modify), whereas demo versions and several delivery options (based once more on the options offered by the business model) will let the Audience purchase music performed in the concert (Constraints.Aspect). Fig. 4 shows the case studies in a schematic view. Schemas include content and operations performed on it. 
IX. CONCLUSIONS
In this paper, we make a first attempt towards a secure collaborative multimedia environment. As a case study, we deal with communities that develop digital art projects. There is a necessity in these communities for employing, exchanging and sharing multimedia content in a secure environment. Here, we present a system that combines an authorization scheme with a watermarking mechanism in order to perform copyright protection and authentication during access of multimedia files. Also, we apply a certification-based mechanism in order to secure web-based transactions. In order to examine how the qualitative characteristics and services of the proposed system meet the needs of artistic communities, we have prepared a questionnaire that is addressed to artists and their relationship with digital technologies and especially collaborative technologies and applications. The questions focused on certain features of the proposed system as well as, fears, expectations, current knowledge on multimedia applications and their protection methods, currently employed practices and desired features. Based on the questionnaire results, we are currently working on refining the system's functionality by applying it on reallife projects, as the ones described in Section 8. We also intend to employ the system in other collaborative environments.
We have employed ODRL in order to analyze how our model can be described in a language widely employed. Although most of our model's functionality can be described by using the language, some viewing and editing operations can be supported indirectly only by ODRL. This limitation can be overcome by extending ODRL and defining special sub-entities in the Usage and Asset Management abstract entities.
The authorization and digital certification mechanisms proposed in this paper fully support complex content. However, the watermarking mechanism should be extended to support complex content. Regarding future work, we plan to consider such an extension. Furthermore, the watermarking mechanism that is presented here adopts and integrates in the watermarking domain concepts whose security and efficiency is wellknown in cryptography. This provides users with the option of proving ownership of the multimedia file by showing that they know a property of the watermarking string. Of course, the brief description in Section 4 is too general and avoids many important technological issues. For instance, how large a graph can be stored in a multimedia file of high quality? And the list is endless. We believe that these issues, although important in practice, can always be settled given the advances in hardware as well as control software.
